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Policy on Unauthorized Disclosu:es and on Damage Assessments
(Your Memo, SECOM-D-344, 28 Oct 82)

Chairman
DCI Security Committee

1. We have carefully reviewed the UDIS paper on national policy
on damage assessments and offer the following comments on the is-
sues addressed in Part II:

a. Investigative Triggers: Concur that a full damage as-
sessment should be required unless the agency head (or appropri-
ate program manager) or designee expressly determines that this
is not necessary. :

b. Improved Quality Control: Within the Air Force (and DoD,
to our knowledge) we believe there are sufficient checks and
balances to ensure the timeliness and guality of damagement
assessments. Any expansion of this mechanism, to include the
suggested designation of damage assessment individuals or teams,

~could not be supported without DoD approval and increased re-

sources.

c. Assessment Implementation: Concur that the chain of
command should be responsible for implementing corrective or
remedial measures. Within the Air Force (and most DoD elements):
the sheer number of incidents make it virtually impossible for
the establishment of any central "tickler” or other "review
system." We believe that assessment implementation should best
be left to chain of command, Inspector General, or similar ac-
tivities. _

d. Sharing of Information: Concur as written. The publica-
tion of SECOM or 1800 newletters, similar to our "INS-IGHT" would
be a relatively inexpensive method of sharing summaries of in-

vestigations and related actions on cases involving significant'
compromises.

e. Data Base: The establishment of a data base on unauthor-
ized disclosures would undoubtedly serve a useful purpose. How-
ever, such a base would be expensive to collect and maintain and
involve jurisdictional problem areas. For example, within the
Air Force, I could provide data relative to SCI incidents, but
the inclusion of data relative to collateral incidents would re-
quire DoD approval and extensive coordination/approval with
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other Air Force activities. We suggest tha? a mo@esF data base
be initially attempted and concentrate on high priority targets

 —-media "leaks," involving SCI for example. If successful,

gradual inclusion of other matters into the "data base" could
then be attempted. :

f. Regulations: Concur.

2. The UDIS should be commended on its reports on unautho?izgd
disclosures and damage assessments. Both offere@ a clear insight
into the problems facing the Intelligence Community.

/ i
GEORGE J. th’yé,/ Colonel, USAF
emnper

Air Force , .
DCI Security Committee
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